Ensured Cloud VPN-free BYOD
security ready optimised

Remote-access service for business

CACHATTO

Secure and easy access to the cloud and
on-premise resources through smart devices.
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. A new work-style with CACHATTO

Anytime Anywhere
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Securely

No data stored on devices



Have you ever wondered...

How we can incorporate smart devices into the workplace,
but while adhering to security policies?

How we can implement BYOD (Bring Your Own Device)
into the workplace securely?

If there was a remote-access infrastructure that allows for
both cloud and on-premise systems?

CACHATTO is the solution!




CACHATTO

CACHATTO is a remote-access solution that enables a highly secure offsite connection to
cloud-based collaborative software and corporate emails, calendars, file servers, address
books, etc. from a variety of devices including smartphones, tablets, and PCs.
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Selected by numerous companies and nhumber one in shares

Number one market share in Japan for five consecutive years in the ‘Smart device
remote-access tools’ category.

N O . 1 Remote access for

in shares for smart devices
5 consecutive

years

MIC Research Institute (published in 2012 - 2016)
Fuji Chimera Research Institute (published in 2013 and 2015)
ITR Pte Ltd (Published in 2012 - 2016)




CACHATTO

With an internet connection, access your corporate system from anywhere, at any time,
from any device. CACHATTO is here to facilitate efficiency at your company.

Check emails during your commute

Approve requests from the office
from any location

X

Thanks to BYOD, personal devices
can be used for work purposes

View information from the
file server any time, even during
business meetings
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Access and update your schedule
on-the-go

Make instant reports
directly from the field

i
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CACHATTO

The system structure is comprised of the CACHATTO SecureBrowser ‘access client’, cloud-based
CACHATTO Access Point, and the CACHATTO server that links to your corporate system.
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CACHATTO features

No changes to the corporate firewall or security policy; simply connecting the CACHATTO
server to the corporate LAN is all it takes.

Mail server
Cloud POP, IMAP
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CACHATTO

Web-based groupware
Access client # Access /" B
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File server, file storage
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groupware
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A Outbound HTTPS (port:443) B Simply install the CACHATTO server to the
No VPN or changes the firewall needed. *! corporate LAN.

C Minimal changes to the existing corporate
system.

% An outbound HTTPS connection (port 443) is required. Additional settings may be required to receive push notifications.




Product information

Secure access is made possible by CACHATTO SecureBrowser, which prevents data from being
stored on the device; this is an ideal set-up for implementing BYOD.
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groupware
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A ¢ Secure CACHATTO group
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A No data stored on devices, preventing security B Only CACHATTO SecureBrowser requires
breaches in the event of device theft or loss. installation. Monitoring and management tools
do not require installation.

C Access without direct connection to corporate
servers eliminates security risks.




Product Information

Using cloud services can be as secure and easy as your on-premise system. In addition,

more than one cloud service can be used.
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iOS, Android

\
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PC Tablet
Windows, Mac iOS, Android

A No data stored on devices, preventing security

Cloud
groupware
&;\Do\

Access
Pomt

breaches in the event of device theft or loss.

C Access cloud groupware with corporate

authentication.

Outbound
HTTPS
connection
(port 443)

B Allows for single-sign-on(SSO) to cloud services
(users no longer need to input log-in information).

CACHATTO
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] POP, IMAP

Client-server
groupware
Notes/Domino, Exchange

E Web-based groupware

File server, file storage
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Directory server
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%1 To use the corporate Active Directory, AD FS Proxy Server, Active Directory Federation Server, or similar service is required.




System structure

The CACHATTO server is placed within the corporate network and is accessible to mobile
clients via CACHATTO Access Point.

Smartphone SecureBrowser Firewall

iOS, Android .

Mail server
— POP, IMAP

SecureBrowser

CACHATTO

Tablet _ Server Client-server
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Web-based groupware
PC I
Windows, Mac B
Outbound
HTTPS
connection
(port 443) File server, file storage
— @Windows, Isilon, NAS
—
PC
Windows
¢ Directory server
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*Secure Browser refers to ‘'CACHATTO SecureBrowser’. *To use push notifications for new emails, a connection to Apple Push Notification service (APNs) or Google Cloud
Messaging (GCM) must be enabled from the CACHATTO server. In countries without GCM, it may not be possible to use the push notification feature for Android. *To connect to
the corporate Active Directory, having AD FS Proxy Server, Active Directory Federation Server, or similar services is required.
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Other system structures

Without connecting to CACHATTO Access Point, businesses can fully utilize the existing
connection environment while maintaining a high level of security when using
CACHATTO in conjunction with reverse proxy, SSL- VPN, a closed network, etc.

Smartphone SecureBrowser Firewall
i0S, Android Mail server
— POP, IMAP
SecureBrowser CACHATTO
Tablet _ Server Client-server
i0S, Android groupware
VPN I I g POP, IMAP

—
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h— @Windows, Isilon, NAS
PC | !
Windows CACHATTO CACHATTO
Support Centre zurveﬂlance Directory server
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*Secure Browser refers to ‘'CACHATTO SecureBrowser’. *To use push notifications for new emails, a connection to Apple Push Notification service (APNs) or Google Cloud
Messaging (GCM) must be enabled from the CACHATTO server. In countries without GCM, it may not be possible to use the push notification feature for Android. *To connect to
the corporate Active Directory, having AD FS Proxy Server, Active Directory Federation Server, or similar services is required.
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A variety of functions

Login authentication can be tailored to the severity of your security needs by layering a

variety of authentication types.

ﬁ Password

Back
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q w e r t y u

Forgot password

a s d f g h ]

Login authorization setup

App Lock
& Fingerprint authentication
Passcode (available on certain devices)
JAZXDT— R
Forgot passwor
Fixed password Fi : L]
One-time password @ ingerprint authentication

AD/LDAP (available on certain devices)

o]
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i P &
Device authentication
k | Done +

43 z X C % b n m
7123
W Features
 Device authentication (One user may register up to 4
devices)

« Limit login to specific versions of CACHATTO SecureBrowser
« Limit login to only CACHATTO SecureBrowser
 Prohibit login on devices with specific applications installed

s

CACHATTO SecureBrowser authentication

HE ¥

Rooting/Jailbreak check

7123

Application version check

 Prohibits login on rooted or jail-broken devices

« Clears all login settings after a specified number of failed app
lock login attempts (local wipe)

» Can be used with shared devices (multiple users on one
device)



Various functions

Access a number of business resources from the TOP page.
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lail File Server  Office 365 Gmail
{Google
AppS)
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E E E - — —— —
Bde 5 .caIe ] . B ﬂ
Calendar Portal

Contacts User Settings Logout

<« @ — - 3
- D
W Features
» Customise the type, color, and order of the icons « Menu-feature within each portal to match the intra-web

« Customise TOP page portals layout




. Various functions

Cloud services

Multi-Cloud Gateway enables users to access various cloud-based services
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Partner’s meeting request

John Smith
2016/05/27 (&) 22:30

To: Yamada Hanako

B Main feature

» Access and view cloud
services

Hi Hanako,

Good day to you. I just met with our partners this morning and they were
waondering if we could schedule a meeting with you some time this week. They
would like to discuss a few things regarding the recent product release. Could
you get back with me as soon as possible so that I could reach them and make
an appointment.

Thank you and have a great day ahead.

Regards,
John

From QT Holdings Kathleen Coleson

-
« = = 2 2

Tablet/PC

W Features

» Retain the same user interface provided by a given cloud
service provider

» Access multiple cloud services
 Access private and public cloud services
« Use on-premise AD FS with cloud services

« Single sign-on (SSO) access to both cloud and on-premise
environments

» Personalize available resources for individual users

S e?



Product information

Corporate web-based groupware can be used with the existing interface.

13:00 - 12:00 - |
SemEBm imb .88 ES
E® BOH = B 22}
iy g z Creation Date: 2012/11/01 18: .
Internal Approval Application  [Draft] Application Date: M f t
Data of the last approval: . a I n ea U re
PP Detail
Application Number: 2014-0002 .
Title: Bussiness journey to Singapore (CACHATTO Travellers) ° VI eW a n d a CCeSS CO rpo rate
Type of the Application: Contract Discount% /Sum: *Refer below | n t ra- we b

Context of the application

To join the IT EXPO in Singapore, we booked hotels and Oight ticket through CACHATTO Travellers.
(the detail of the journey)

member: Joe and Lee

date: 2014-6-12t0 17

Specific explanation :

$2.000 (20% discount)

mStatus

Name Comments Application/ Appoved Date

# | Applicant:

Inquiries:

Approver 1:

Approver 2; Tain Mahoncy

W Iindata hictars

2 = < = = - s
— Smartphone Tablet/PC

W Features

« Single sign-on available » Personalise available resources for individual users

S



. A variety of functions

Email functions

Corporate email can be viewed with CACHATTO's original email interface.
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[ ] Notification to an overseas client of a position Yuks
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l‘:‘ i;villliun for a new product exhibition Invitation to a guest A
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-— — red L- —_— -
<« - @ 0
— Smartphone Tablet/PC

W Features
e Temporary cache for instant viewing  Attach photos and images

» Swipe to move between emails in a folder » Avoid loss of email drafts when internet connection is
« View both HTML and Notes rich text emails interrupted

* Access corporate intra-web and file server via links in email ’ zszir;argcl)écl)ﬁcatlons ISP (IS LS ((eie=faem (IS el

« Auto-complete function when entering addresses

T



. A variety of functions

Access your schedule

Refer to your corporate calendar with CACHATTQO's original user interface.
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0817-08/23 Advanced Search | See Other Person's Schedyles,
17(Wed) [+
E: Detail: -
® 09:30 -10:30 Project Alpha update meeting Tue Wea| Thu FriECay 0BAT(Wed) vent Details . M a I n featu res
® 02| 03 04|05 06 Subject: : Meeting with Milton Go. Ltd.
11:00 -12:00 Meeting with Milton Co. Ltd. |07 08 |09 |10 11 1213 | ®109:30-10:30 . . )
R 19?_0 Pr;jecmmha Undate macting Starts: : 2016/08/17 11:00 )
® 15:00 -16:30 RE R Ends: : 2016/08/17 12:00 ° V|eW your SChedU|e
2122 |23 | 24 |25 |26 27| &11:00-12:00
18(Thu) [+ 28| 20 | 30| 31 | 01 |02 03 | | Meeting with Milton Co. Lid. Alarm : 15 minutes .
———— Location: : Milton Bldg. Kawasaki, Japan ¢ Add to/edlt your SChedL”e
(D 09:30 -10:30 Department meeting 2016709 &15:00-16:30 9 AP
LERE Details; : Product introducti i 1 i
® 14:00 -15:00 Lunch meeting with partners mMD" Tue|Wed Thu F"E — e o meduton ° Respond to eve nt I nVItatlon S
%i 30|31 |01 I‘Jgg 08/18(Thu)
® 16:00 -17:00 Event discussion meeting |04/ 05 06| 07 08 09 10 109:30-10:30 ° V| ew aSS'g nme ntS/taSkS
19(Fri) o 1112 |13 |14 |15 |18 A7 | pepartment meeting
18/ 19 2021 222324 | ° / i i
® 09:30 -10:30 Department monthly meeting 25| 26 |27 |28 |29 30 01 | 14:00-1500 Create edlt ass'gnments and
==l==|==|==I==I[==/== | Lunch meeting with partners ta s kS
® 11:00 -12:00 IT conference 2016/10 &
" 1116:00-17:00
mM"" Tue|Wed Thu F" Event di meeting
e ° |zzzzzpa|
No events 02| 03 |04 | 05 ggg 08/19(Fri)
21(Sun) Q 09 | 10 |11 (12 |13 |14 158 | ©109:30-10:30
Mo evente. 16| 17 | 18| 19 | 20 |21 22 Department monthly meeting
22(Mon) o |23|24 25|26 27 26|29 | &49.00.12:00
€ ou———— € * — -

— Smartphone Tablet/PC

W Features
» View own and other users’ schedules » Create appointments and events

» Time-bar displays availability » Set up push notification reminders for Exchange schedule

» Request a Notes meeting via email, respond to Exchange
meeting requests

S



. A variety of functions
Address book

Utilize multiple address books with CACHATTO's original user interface.

13:00 L]

Anny Nerman
Efgh Networks
norman@efgh.uk

norman@efoh uk Contact Details Add to personal contacts |NCOmpas .
Clare Smith _ ® Main features
Clare Smith Anny Norman
Man Manufacture Monument
Cleman Guesdon Cleman Guesdon
DemoDem

Management Manufacture Monument Marketing
clare_smith@mmmmm.tv Ma
B =onvonons e » Utilize address books
DemoDemo ;
¢_guesdon@demodemo.sp € guesdon@demodemo.sp E norman@efgh.uk ° CO m pose e m a I |s

R David Jones
David Jones Cha onal @ 245678001 S
Chat International
david.j4d4@cht.uk
| FAX: 432-1008-7654

Hajime Yamamoto
Kabushiki business creation Extention Number: Humepage.
hajime.y@kabushiki.jp Heo In-Soep )

ANON

heebdg@anon.ke Department: Department: General Affairs Department

Heo In-Soep
ANON lain Mahoney
heo048@anon.kr ABCD Bank
lain_mahoney @abed.com

lain Mahoney Jeo Wiliams
ABCD Bank Sample Maker
iain_mahoney@abcd.com Jwi13@sample.vt

Jeo Williams
Sample Maker
jiwl13@sample.vt

] — = Su
— Smartphone Tablet/PC

W Features
» Corporate address books (Notes, AD/LDAP, CSV » Rearrange individual listings according to priority

Registration) « Compose emails directly from address book
« Up to 1,000 listings in each user’s address book

» Access to Exchange address book

R



A variety of functions

File server

Access your corporate file server with CACHATTQO’s explorer-like interface.

13:00 -
@ Product Info/
) - 12016/06/08 16:34
[DOC] Announcement of Heater Operation.doc D I% @ @ @
25KB | 2016/06/07 12:22
1 " :plnmng_whau Sales mulmg( Sales2014.xls nlw productp  DecSales.xls CACHATTO_pr  CACHATTO_pr  CACHATTO_pi
[PDF]  CACHATTO_product_introduction.pdf 20th Dec).paf oduct introduc  oduct introduc  oduct introdul
1761KB | 2012/05/18 14:44 tion_moviepdf  tion.ppt tion.pdf

» View shared files and folders

[PPT] CACHATTO_product_introduction.ppt
2243KB | 2016/01/28 19:50

or)ghenaTo o ot o o b B B B P 9 @

2565KB | 2013/04/23 15:15 CACHATTO pr  CACHATTO_ pr Campany Over  Company Over  Announcement  Sales/ movie/ CACHATTO!
oduct Introduc  oduct.pdf vie.doc of Heater Oper
Meeting memo 20150916.txt ation_movie.pd ation.doc
1

OKB | 2008/04/15 08:00

Meeting memo.txt
OKB | 2008/04/14 12:47

[PPT] new product.ppt
308KB | 2016/01/28 20:10

[PPTX] product_introduction_20160222.pptx
1719KB | 2016/02/22 16:31

[PDF] Sales meeting (20th Dec).pdf
100KB | 2012/05/18 16:29

[XLS] Sales meeting (20th Dec).xls
69KB | 2014/04/23 17:26

[XLS] sales_meeting_(3).xls
55KB | 2016/03/02 16:39

[IMG]  spinning_wheel.png
40KB | 2012/05/15 09:31

o e [ | | € = = - s

&
— Smartphone Tablet/PC

W Features

« Swap between list/detail view « Limit user access to specific file servers




A variety of functions

View email attachments, portal sites, files from the file server, etc.

13:00 - 13:00 -
Close CACHATTO_product_introduc... > Sales meeting (20th Dec).xls HG2
EE E E-;EP |Sales by Qudrter Sales by C . Ma I n featu reS
Remote access service for enterprise 2010 2011
CACHATTO oy . - « View email attachments
3rd 2357.39| 2987.5]
ath 267566 323116 » View files on the file server
Uil Warkilaed total 9258.34 10369.54) 2000 ' '
Al Artywhess, Saeurel * View files from corporate
Sales ratio 2,000 | ntra 'We b
Item Sold %
Pencil 2135.14 0.108780979
Binder 9577.65 0.487961512 1,000
Pen 2045.22| 0.10419974|
Pen Set 4169.87 0.212446275|
Desk 1700 0.0866114934|
total 19627.88, 1 0
=N ) ” . — ~
— D
W Features
 View files up to 20MB » View password protected Office files
« Different viewing applications tailored for each OS « Add comments to PDF files with side-application (Android)

» View password protected zip files*!

*1 Feature available on CSB-i and CSB-A

s



A variety of functions

Useful features Universal compatibility
CACHATTO’s convenient multi-tab function and @ CACHATTO is offered in multiple languages to
full screen mode increases efficiency. . facilitate use around the globe.

13.00 -
'
1

'

' Display Settings

1 C“\

| )

e-Jan : E ok AL hd

o e D, H Mail Fil

ail
E Google Preferred Contacts
Remote access service for enterprise H il Sort Personal
C A A . : Contacts Byentry date w
E dedipets  Gaencar  Portd  Contacts Current Language | English v}
'
n Time Zone Server Time (Not v
User Logout
Settings
< 2 D
HA&sE
s H §
o o= 1 English
' P
i fE R
Full screen mode ; kbl
'
'
' -
'

Multiple language
options

W Features W Features

» Full screen mode for presentations  Available in: English, Japanese, Chinese (Traditional

o MulRf=E! s Fafe _(IEE;rilese, Simplified Chinese), German, Korean, and

« Email body text and schedules in Unicode
« Time zone settings
e Low-bandwidth user interface

e



System management & support

CACHATTO management is done through the CACHATTO admin page (Web page),
accessible only through the corporate connection. The CACHATTO server can also be
updated at no extra cost.

Admin Setting| Server Setting User/Setting . Maintenance. CACHATTO Ad . P P
Server Setting o min Fage rages
L e B Group Polcy Setting | Admin » Server status
W s:‘_u"w__ Group Policy Settings S tt
Portal Settings e T ] ettings « HDD usage status
DT — ”‘ ‘ « Licence information
Lokt iion.s BMonfos i |-[20 |:foo || Applyto Al ° i i
Network Setting B fun o] oo Register admins
i Soting | [ ettt 20— % _
Top Menu lcon Settings | [+&\entaga=1aco e e T Ik Server  Customisable CACHATTO Top page
Do - — Settings - Server and system connection settings
L i « Security policy settings
mm‘n:gﬁ I:Btm::ilu ied regardiess of the : : . .
o ) Z016-11.25 « Labour management (Accessible time
lactsin i function)
et s s « MDM policy settings
[Date Format]
VYY=MM-DD HHMM-HHMM . 3 3 . .
' | User Settings . User registration, edit settings
Emergency Access Permissions s T P )
e « Register address books
[Semertmezone 4 Labour =

Bulk-registration with CSV files

Maintenance °* Administrator and user logs

W Extras
: L . . » Backup/recovery
* New versions, related application trial IDs provided for
- e Program update

s



System management & support

The e-Jan Global Helpdesk provides well-rounded support to system administrators.

Smart Support Live Monitoring
e Support for email queries « Login check
» Receive logs and change CACHATTO Access « Server monitoring notifications are sent to the
Server settings administrator

CACHATTO Smart Support

Our support service, including CACHATTO Smart Support and 24/7 Live Monitoring, is provided by the
CACHATTO network service. E-Jan does not have direct access to client corporate networks or servers.

Email support

CACHATTO
CACHATTO Smart Support Firewall CACHATTO

(Log retrieval, backup files, etc.) .
Support Center Server Administrator
e-Jan Global
Helpdesk

—> Access

Point

CACHATTO
Surveillance
Center

CACHATTO
—
Admin Page
access

15 minute interval
Login check

Server monitoring notification sent




Licence and Contract

CACHATTO licences and ‘Option licenses’ can be purchased for the appropriate number of
users.

CACHATTO licence details

4 devices can be registered to Licence purchases are based Additional licences can be

1 user licence on an annual contract purchased in units
(with device authentication) D H

+
1"y 28




Operation specifications

Up to 250 users

Up to 1000 users

Up to 2000 users

Up to 5000 users

CPU Xeon 1.8GHz Xeon 2.4GHz Xeon 2.4GHz Xeon 2.4GHz
4 Core x 1 4 Core x 1 6 Core x 1 8 Core x 2
RAM 2GB 4GB 6GB 16GB
HDD 36GB 73GB 146GB 400GB
oS Red Hat Enterprise Linux 6 /7.1 /7.2
CentOS64/6.5/6.6/6.7/7.1/7.2

*The hard disk is primarily used for storing log data. Size of required storage may depend on the length of the time and the quality of log storage. The above requirements can

store 10 days of user log details for 90 days.

*The server must be provided by the customer; a virtual environment officially supporting the indicated OS may also be used.
*Disclaimer: CentOS was created by unpaid volunteers and is provided free of charge.
*Red Hat Enterprise Linux 7.0 and CentOS are not supported.

R




Operation specifications

Requirements*1

_ Microsoft Hyper-V (Windows Server 2008 R2, 2012, 2012 R2)
Hypervisor
VM Ware ESX / ESXi (V5.x)
RAM 2 GB
HDD 36 GB

*1 CACHATTO virtual sever requirements mentioned above has a maximum supported size of 250 users.



Operation specifications

Microsoft Office 365 (Exchange Online)

Eﬁcrlcc))tljjz\;vare Google Apps for Work

Salesforce
Groupware IBM Notes/Domino 6.0/6.5/7.0/8.0/8.5/9.0
(on-premise) Microsoft Exchange 2007 / 2010/ 2013/ 2016

POP3/APOP compatible
IMAP4 compatible

Mail server

Windows Server 2008 / 2012
File server Isilon 7.0.2.12
NAS *!

*Depending on the application version, customization, interface (mobile phone, smartphone, tablet, PC), some features may be limited or unavailable.
*For mobile phones, some options may be required by the provider (changes may be applied).

*As IBM support for Notes/Domino 6.0/5.5/7.0/8.0 has been discontinued, customer support may be limited for this groupware.

*1 SMB Direct Hosting (Server Message Blog)(445/TCP) required. May not be able to connect depending on the device.

R



Operation specifications

Microsoft Word 2003, 2007, 2010, 2013, 2016
Microsoft Excel 2003, 2007, 2010, 2013, 2016
Microsoft PowerPoint 2003, 2007, 2010, 2013, 2016
Supported file PDF files

formats DocuWorks files

Text files

Image files (GIF, JPG, PNG)

ZIP files

*Files larger than 20MB cannot be viewed.

*Password protected Microsoft Office files can be opened by iOS, Android, Windows, and Mac (mobile phones excluded).

*ZIP files and password protected ZIP files can be opened by iOS and Android only. Mobile phones, Windows, and Mac excluded.
*For use with mobile phones, it is recommended to view files as converted text files.

*Depending on the individual OS, file format, Microsoft Office version, and security settings, the file may not be shown properly.
*When viewing DocuWorks files, DocuWorks Viewer Light must be installed on the device.
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. Contact

For more information, please visit

The CACHATTO homepage

http://ejan-international.com/cachatto

For queries Purchase

Please contact our sales department. CACHATTO can be purchased through our partners.
http://ejan-international.com/partners/

Email: contact@cachatto.com

TEL: +65-6340-7275 Free trial CACHATTO available now!

Please contact our sales department or partners for
more information.
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Enhancing your work-style

Virtual Workspace Client
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Edit files offline with a Windows-based,
secure, virtual workspace

A secure, virtual View and edit files Data erased upon No major server
workspace offline logout changes necessary




. Revolutionise your work-style

For Windows PC

Expand your horizons to mobile/home work environments
CACHATTO Desktop provides the opportunity for a ‘mobile-work” and ‘work-at-home’

infrastructure.

Allows you to compose and edit of
business documents in an offline
environment

L3

4

Ideal for working from satellite
offices or during business trips

a
a
a

oo
ooo
-

e
8

Enables telecommuting for
stay-at-home parents and caregivers

t: -

Supports BCP (Business Continuity
Plan) in the event of environmental
hazards

* %
#*

A

Work from home with BYOD

2

Allows for PC mobility
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